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Don’t forget the 
Internal Threats

GeRARD TAn

Reports on cyber-crimes involving information theft and security 
lapses are all over the news these days. However, with a slew of 
reportage on external threats, organisations run the risk of overlooking 
vulnerabilities as a result of a lack of internal controls.

In the past couple of decades, there have been several high-
profile cases in Singapore alone that shed light on the damage lack 
of controls and enforcement from within can cause.

One of them is that of the 1995 commercial fraud in Barings 
Futures Singapore. Then derivatives trader, Nick Leeson, was given 
authority over two incompatible functions: as a trader and officer-
in-charge of the front office, and also as the person processing his 
own settlements in the back office. With these dual responsibilities, 
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he was able to hide his trading losses – amounting to US$1.4 billion 
(S$2.0 billion at 1995 exchange rate) – undetected in an 88888 
account in the company’s computer system. The losses led to the 
collapse of the parent bank.

In spite of the technological advances of the new millennium, 
there were still several infamous frauds in Singapore firms committed 
by insiders under everyone’s noses.

In 2000, there was the misappropriation of S$35 million by 
one of Singapore Airline’s longest serving employees, Teo Cheng 
Kiat. He made fictitious claims using the names of crew members 
who did not fly.

In 2003, Chia Teck Leng, then finance manager at Asia Pacific 
Breweries swindled banks of S$17 million over four years by forging 
signatures of top executives and forging certified extracts of board 
resolutions. He had the banks extend him credit and loan facilities 
in the name of the company, with him as the sole signatory.

Not to forget the Singapore Land Authority fracas in 2010 
which involved two senior officers Koh Seah Wee and Lim Chai 
Meng colluding with seven external vendors to render the SLA 
fictitious invoices worth S$12.2 million for goods and services not 
delivered.

Even the Corrupt Practices Investigation Bureau did not have 
reprieve as its former assistant director, Edwin Yeo Seow Hong, was 
eventually exposed in 2013 for pilfering S$1.76 million.

STIffenInG InTeRnAl ConTRolS

One of the key takeaways from these cases is that while the organisation 
may be able to implement the necessary measures needed to prevent 
and detect chicanery from within or out, it remains that misplaced 
trust, forgery of documents, lack of supervisory controls and excessive 
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reliance on computer systems can keep surfacing albeit in various 
guises.

With the board, the responsibility for ensuring effective internal 
controls rests with the Audit Committee (AC). In turn, the AC 
relies heavily on external and internal auditors.

However, in a statutory audit, the external auditor focuses on 
expressing a true and fair view opinion of the financial statements. 
Its audit approach may or may not include the testing of internal 
controls.

The AC should therefore work more closely with the internal 
auditor. Internal auditors can, under the direction of the AC, delve 
more deeply into any area to perform comprehensive reviews of 
internal controls, security, transactions, risk management and even 
cost-efficiency.

The AC needs to focus on the strength of the internal control 
frameworks. A popular one commonly employed by the industry 
is the Committee of Sponsoring Organisations of the Treadway 
Commission (COSO) framework. In a nutshell, the COSO 
framework sets out five components of internal controls: control 
environment, risk assessment, control activities, information and 
communication and monitoring activities. The control objectives 
in each component can be applied across the organisation from a 
functional to entity level, and address operational, reporting and 
compliance objectives.

TRuSTeD emPloyeeS

The common thread in the above fraud cases is human failure. 
Unfortunately, sometimes trusted employees can turn out to be 
less than fully trustworthy.

The AC should ensure that best practice measures to deter 
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and detect fraud are implemented and enforced. These include 
implementing and enforcing mandatory block leave, whistleblowing 
policies and mechanisms, and periodic rotation of duties especially 
for sensitive functions.

In addition, when receiving reports from management and 
internal auditors, the AC should be on alert for red flags such as 
unusual transactions, dominant personalities which could lead to 
management overrides, inadequate segregation of duties, conflicts 
of interest, “hardworking” employees who refuse to go on long 
leave, undesirable life styles (for example, gambling in casinos), and 
a single person performing a transaction from start to end without 
independent checks in place.

For the vast majority of organisations, the chances of being hit 
by an internal fraud is likely to be higher than an attack by cyber 
terrorists. It pays therefore for ACs and boards to be just as vigilant 
against internal threats. ■


